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DEFENSE COMMUNICATIONS AGENCY
WASHINGTON. D.C. 20305
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SUBJECT: ARPANET Information Brochure

1. ARPANET is an operational, resource sharing inter-computer
network linking a wide variety of computers in CONUS, Hawaii,
Norway, and England. Its communications system introduced
the revolutionary technique of "packet switching" where each
message is broken up into small packets and each packet is
switched to its destination over the quickest communications
path available at any given instant. ARPANET was originally
designed under a research and development program by the
Defense Advanced Research Projects Agency in 1969. Management
responsibility of the network was transferred to Defense Communi-
cations Agency on July 1, 1975.

2. This brochure provides a general description of the ARPANET
and defines the policies and procedures governing its use.
Additional information for prospective users of ARPANET and
extra copies of this brochure are available from:

Defense Communications Agency
ATTN: Code 535
Washington, D.C. 20305
Telephone Number (202) 692-6175/6176
AUTOVON 222-6175/6176
ARPANET Mailbox: DCACode535@ISI

FOR THE DIRECTOR:

WkLIAM J. IOBSON, J.
Lieutenan I'Colonel, SAF
Chief, Record Netwo
Management Division D D C
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1. PURPOSE.

The purpose of this brochure is to provide a description
of the ARPANET and an overview of its operational management
policies and procedures.

2. INTRODUCTION.

a. The ARPANET is an operational, resource sharing
inter-computer network linking a wide variety of computers at
Defense Advanced Research Projects Agency (DARPA) sponsored
research centers and other DoD and non-DoD activities in
CONUS, Hawaii, Norway, and England. The ARPANET originated
as a purely experimental network in late 1969 under a research
and development program sponsored by DARPA to advance the
state-of-the-art in computer internetting. The network was
designed to provide efficient communications between hetero-
geneous computers so that hardware, software, and data
resources could be conveniently and economically shared by a
wide community of users. As the network successfully attained
its initial design goals, additional users were authorized
access to the network. Today, the ARPANET provides support
for a large number of DoD projects and other non-DoD govern-
ment projects with an operational network of many nodes and
host computers. (See enclosures 1 & 2).

b. Following the successful accomplishment of initial
ARPANET design goals and the expansion of the network, it
was considered appropriate to transfer the responsibility
for operation of the ARPANET from DARPA to the Defense
Communications Agency (DCA). In July 1975, the DCA became
the operational manager of the ARPANFT.

3. DEFINITIONS.

For ease of understanding the ARPANET and the policies
governing its use, the following definitions are provided:

a. Interface Messane Processor (IMP). A store and
forward packet switch which can accommodate up to four host
computers. There will not be any additional 516 or 316 IMPs
added to the network as Honeywell has ceased manufacturing
them.

b. Pluribus Interface Message Processor. A store and
forward packet switch based on multiprocessor technology
which can accommodate in excess of 18 host computers,
depending on configuration. This type IMP has higher
throughput capacity and can be configured redundantly
for improved reliability.



c. Terminal Interface Processor (TIP). A store and
forward packet switch which can accommodate up to three host
computers and 63 terminals. Each terminal may be either
asynchronous or externally clocked, and may operate at speeds
up to 2400 baud on input and 19.2 kilobaud on output. Some
types of intelligent terminals are also supported.

d. Host. A customer owned computer which is connected
to a host port on an IMP or TIP.

(1) Local Host. A host located within 30 feet of
an IMP or TIP.

(2) Distant Host. A host which is more than 30
feet but less than 2,000 feet from an IMP or TIP.

(3) Very Distant Host. A host which is located
over 2,000 feet from an IMP or TIP and requires modems on
its access line.

e. Terminal. A teletypewriter, CRT or similar unit
which is connected to a terminal port of a TIP.

f. Interswitch Trunk. A circuit between packet switches
(e.g., IMPS and TIPS) which is used to pass packets throu4h
the network.

g. Access Line. A circuit from a host computer or
terminal to an IMP or TIP. The circuit may be a local cable
or a transmission facility requiring modems.

h. ARPANET Backbone. The switching nodes (e.g., IMPS -
TIPS), interfaces, the communications lines interconnecting
the nodes, and the Network Control Center. The backbone is
also known as the communications subnet.

i. Sponsor. A DoD or U.S. Government Agency, which
qualifies as an ARPANET user, and is authorized to sponsor a
contractor or other non-government activity for access to the
ARPANET for the conduct of official U.S. Government business.

k. Node. The packet switch; an IMP/TIP or Pluribus
IMP.

4. DCA RESPONSIBILITIES.

a. The Director, DCA will control system engineering
and exercise operational direction over those operating
elements of the ARPANET which are part of the backbone.
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ARPANET user equipments/terminals are non-backbone facilities..
However, ARPANET users must be responsive to management
instructions issued by the DCA. DCA, on a continuing basis,
will monitor the effectiveness of the ARPANET, evaluate those
matters which have major impact or will impact adversely on
the network and direct action to alleviate or prevent such
impact.

b. The following are the ARPANET responsibilities of
DCA:

(1) Policies, procedures, and standards for
Operation and Maintenance (O&M) of ARPANET.

(2) Appr6val of new user access.

(3) Leasing of the backbone and terminal access
circuits.

(4) Maintenance of hardware.

(5) Changes to network.

(6) Access criteria.

(7) Planning, programming and budgeting of resources.

(8) Control of government assets.

(9) Configuration control.

(10) Coordination of actions impacting network.

11) Sponsors' Group Chairmanship.

(12) Performance evaluation of network.

(13) Topology Studies.

(14) Network Ipformation Center.

(15) Performance statistics collection.

5. ARPANET POLICIES.

a. The Assistant Secretary of Defense, Command Control,
Communications, and Intelligence (ASD.-C I) has expressed the

3



following guidance for DoD Data Networks and their projected
users in its 16 July 1975 Memo, subject: AUTODIN II Phase I:

"Those Military Department/Defense Agency ADP systems
that are currently connected to the ARPANET or who plan on
connecting to the ARPANET prior to the availability of
AUTODIN II Phase I should configure their design so as to
minimize the impact of reconnecting to AUTODIN II Phase I
once this system is operational. The final disposition of
the ARPANET will be determined at a later date."

b. The ARPANET is an operational DoD network and is not
intended to compete with comparable commercial service.
Accordingly, before ARPANET service is provided to any non-
U.S. Government activity, it must be determined that adequate
commercial service is not available.

c. Authorized ARPANET Users. The ARPANET is intended
to be used solely for the conduct of or in support of official
U.S. Government business.

(1) DoD Users - Subject to the availability of
assets, DoD activities will be connected to the ARPANET
provided their requirements are processed through normal
communications validating channels.

(2) Non-DoD U.S. Government Activities - Requests
for ARPANET service from non-U.S. Government activities will
be considered by DCA on a case-by-case basis.

(3) Non-Government U.S. Activities - A DoD or
other U.S. Government activity authorized to use the network
may sponsor, as a user, a non-government activity performing
in contractual support of the U.S. Government. Justification
outlining benefits to the U.S. Government for such access
shall be provided to DCA by the sponsoring activity. Cost
for network servicesprovided to non-government activities
shall be allocated to the sponsoring activity.

(4) Non-U.S. Activities - Non-U.S. activities will
not be directly connected to the ARPANET. Access to the
ARPANET may be provided through the facilities of an authorized
user if coordinated with DCA.

d. The proposed use of the ARPANET must not violate
applicable privacy laws.

e. All communications lines (including VDH lines) will
be ordered through the Defense Commercial Communications
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Office (DECCO) and will be processed by DCA with appropriate
charges being billed to the user,

f. Host equipment, host interface hardware and software,
host-to-IMP communications and site preparation are the
responsibility of the user.

g. For testing of new concepts and developments in
data communications and computer networking, interconnection
of the ARPANET with other networks is authorized. DCA elements,
DARPA, and other will coordinate these plans with DCA Code 535.

h. Access Control

(1) The Sponsors are responsible to insure only
authorized users are allowed access through their nodes and
provided services by their hosts. A valid contract number
should be available for non-government users.

(2) To effectively enforce access control, the
Sponsors must have:

(a) Standards - to insure only validated
accounts are established for users and access provided.

(b) Periodic Reviews - to insure users whose
access is no longer required are removed from the net.

i. Dial Up Modems - All dial up modems will have a
telephone number change at least once per year. The TIP
Sponsor is responsible for taking prudent actions to maintain
the privacy of the numbers.

j. Interface Criteria. All users will meet ARPANET
interface criteria as specified in Bolt, Beranek and Newman
(BBN) Report Number 1822, Interface Message Processor:
Specifications for the Interconnection of a host and an IMP.

k. DCA has approved the BBN distribution list for
various publications. Additions to the list require
validation by a sponsor.

1. Node Accountability and Ownership. The IMPs and
TIPs are owned by the users and, once integrated into the
ARPANET, are controlled and maintained by DCA. The IMP/TIP
owners have assignment control authority over the ports on
their equipment (within limits established by ARPANET
Policies). Owners pay for all relocation and installation
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costs related to their hardware.

6. NEW ARPANET SERVICE.

a. Activities desiring to join the ARPANET which are
qualified in accordance with the utilization policy will
initiate contact with DCA (Code 535).

b. Types of Service.

(1) If terminal service only is required, two
connections are possible:

- Hardwired to a TIP

- Dial in to a TIP

(2) If host service is required, three connections
are possible:

- Local host (within 30 feet of the IMP and
TIP). Estimated cost $5200 for the node interface.

- Distant Host (30 feet to 2000 feet).
Estimated cost $6300 for the node interface and driver.

- Very Distant Host (over 2000 feet).
Estimated cost $6300 for the node interface. (May also
require an increased in memory of the connected IMP).

(3) Steps to be taken and costs involved depend
to a large extent on the present configuration of the net,
the location of the new user and the service desired. For
example, assume that an activity in the Washington, D.C.
area wants to connect a host computer to the network and
that activity does not own a node, i.e., IMP or TIP, in the
area. It would send.a request for service to DCA who would
determine which node(s) in the area has the capacity to
accommodate their requirement then advise them to request
permission for a host connection from the owner of the node.
If the node owner allows the connection, the host owner must
reach an agreement with him on length of service and cost
reimbursement.

(4) The non-availability of any host port is
another possibility. This would necessitate that the host
owner purchase a new IMP/TIP through DCA Code 535. Normally
he would submit his requirement to DCA who would then process
it through its supporting contracting office. Only Pluribus
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IMPs/TIPs are available, Present prices are approximately:

. 69K for a two modem, one Host Pluribus

* 76K for a two modem, three Host Pluribus

109K for a two modem, no Host Pluribus
TIP plus

• $500 for each 2 port LIU card

• 3.7K for first host interface

• 3.7K for a third modem interface

S6ftware license fee (price subject to
negotiation).

(5) Access line costs for planning purposes are
contained in Enclosure 3.

c. Procedures for requesting service.

(1) U.S. Government activities requesting ARPANET
service must apply to the Director, Defense Communications
Agency, ATTN: ARPANET Management Branch, Code 535, Washington,
D.C. 20305.

(2) A non-U.S. Government activity must have a U.S.
Government activity acting as a sponsor. Application for
service on the ARPANET must be submitted by the sponsoring
activity to Director, Defense Communications Agency, ATTN:
ARPANET Management Branch, Code 535. The application must
clearly state how the proposed service is in the best interest
of the U.S. Government, is essential to mission fulfillment,
does not violate privacy laws, and adequate commercial service
is not available. The contract number of the contract
between the sponsoring activity and the non-government
activity requiring access to the ARPANET must be provided.

(3) Each application, government and non-government,
will be in the format contained in Enclosure 4 and will contain
the approximate amount of traffic to be passed, the hours of
operation and concurrence from the agency whose IMP/TIP will
be utilized as the ARPANET entry point.

(4) Requirements for wideband (50KBPS and above)
circuits must be submitted six (6) months in advance, to
give the contractor facility upgrading and circuit engineering
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